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Application of the “Risk-Based Approach” in Data Breach Damages
LIU Ying, HE Mingxin
(Law School & Intellectual Property School, Jinan University, Guangzhou 511443, China)

Abstract: The EU and China have both incorporated the “risk-based approach” into their personal information pro-
tection law. This approach emphasizes the concept of risk control of personal information protection, and is embod-
ied in the data protection impact assessment or personal information protection impact assessment. When a data
breach occurs, the “risk-based approach” should also be emphasized and applied to individual’ s claims for dama-
ges, by conditionally identifying risk as damage and evaluating risky damages accordingly. The elements of a “risk-
based approach” to evaluating risky damages can be divided into four dimensions including the sensitivity of person-
al information, the extent to which personal rights and interests may be compromised, the likelihood of harm occur-
ring, and the ways in which personal information may be used. Meanwhile, measuring risky damages should use a
personal information risk evaluation matrix. The application of the “risk-based approach” to personal information
damages is a need of a risk society and provides a more complete protection of personal information.

Key words: “risk-based approach” ; personal information protection impact assessment; data breach; risky dama-

ges; risk evaluation matrix
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